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Povzetki

Mag. Maja Hmelak

Revizija upravijanja dostopnih
pravic - kljucne teme vletu 2022

Auditing User Access Privileges — key issues in 2022

POVZETEK ® Ustrezno upravljan dostop do informacijskih virov je klju¢ni pogoj za ucin-

kovito in varno delo, zato je to podrocje pogosto predmet revizijskih pregledov.
Temo dostopnih pravic smo v reviji SIR*IUS Ze veckrat obravnavali. Pogoste teh-
noloske in druge spremembe pa zahtevajo, da revizijski pristop nenehno prila-
gajamo in razsirjamo. V pri¢ujocem prispevku nadgrajujemo pretekle prispevke.
Pripravili smo pregled podrocja in predlagamo moZen prakticni pristop k njegovi
reviziji s poudarki na temah, ki so za to podrocje v letu 2022 Se posebej aktualne
— nove groZnje zlorabe dostopnih pravic, novi standardi in novi tehnoloski pristopi
k zmanjsevanju tvegan,.
Prispevek je pripravljen predvsem za revizorje, ki niso strokovnjaki za informacijske
tehnologije, saj vsebuje vrsto opredelitev temeljih pojmov podrocja. Poleg tega
obravnava tudi nove trende podrocja dostopnih pravic. Namen prispevka je, da
se spodbudi ¢im vec revizij tega podrocja, saj je velik del podrocja upravljanja do-
stopnih pravic tehnicno manj zahteven in ga lahko izvedejo tudi osebe z omejenim
tehnoloskim znanjem.

Kljucne besede ¢ uporabniski dostopi, kibernetska varnost, spletna varnost, NIS, CER,
vdor, razkritje podatkov, nic-zaupanja

SUMMARY e Appropriately managing of user access privileges is crucial in ensuring ef-

ficient and safe work environment. The area of user access management is there-
fore frequently subject to auditing and had also been a subject of several SIR*IUS
articles. Although we have published articles on this subject before, technical and
other changes require continuous evolvement of our audit approach. In this arti-
cle, we propose a practical approach to user access management audit with em-
phasis on key issues in 2022 — new threats to user access, new standards and new
tools to reduce its inherent risks.
The article was primarily written for auditors, who do not have an IT audit back-
ground. As many aspects of user access management audits can be performed
without advanced technical skills, the author hopes, that this approach will en-
courage such auditors, to undertake this type of audit as the area is of increasing
importance.

Key words e user access, cyber security, NIS, CER, breach, data leak, zero-trust
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Gasper Krajnc

Posli dajanja zagotovil, vezani

na storitvene organizacije, in porocila
SO0C® o kontrolah nad informacijami
in sistemi storitvene organizacije

Assurance engagements at a service organization and System
and Organization Control reports (SOC) with focus on SOC 2 report

POVZETEK * V prispevku so opisani revizijski posli dajanja zagotovil SOC (System and
Organization Control) in porocila o kontrolah nad informacijami in sistemi stori-
tvene organizacije (SOC reports), ki se nanasajo na notranje kontrole storitvene
organizacije ali njene sisteme. Osredoto¢amo se na revizijski posel in porocilo vrste
SOC 2. Navajamo standarde, po katerih revizor storitvene organizacije poroca, in
standarde, po katerih presoja obravnavano zadevo, ter opisujemo moznosti in ko-
risti uporabe porocila SOC 2.

Kljucne besede ¢ zagotovilo, dajanje zagotovil, storitvena organizacija, kontrole, infor-
macije, sistemi, informacijski sistem, SOC, SOC 1, SOC 2, kriteriji zaupanja, kiber-
netska varnost, kibernetska tveganja v dobavnih verigah, MSZ 3000, COSO, AICPA

SUMMARY e In this paper, we introduce reasonable assurance engagements and re-
ports on controls at a service organisation based on SOC (System and Organiza-
tion Control). Specifically, we dive into SOC 2 report on the description, design (and
operating effectiveness) of controls at a service organization. We list the stand-
ards according to which the auditor reports as well as applicable criteria. Finally,
we briefly describe the benefits and use of a SOC 2 report.

Key words e assurance, service organization, controls, information, systems, Service
Organization Controls, SOC, SOC 1, SOC 2, System and Organizations control re-
ports, Trust Service Criteria, cyber security, supply chain cyber security, ISAE 3000,
COSO, AICPA



Povzetki

Mag. Aleksandra Plahuta

Business Continuity Audit

POVZETEK ¢ Nepricakovani dogodki, kot so naravne nesrece, epidemije in pandemije,

kibernetski napadi, izpadi elektricne energije ali internetne povezave, okvare in-
formacijskega sistema ali infrastrukture in podobno, lahko resno ogrozijo obstoj
organizacije. Zato sta klju¢nega pomena pripravljenost in ustrezen sistem, ki zago-
tavlja neprekinjeno poslovanje. Organizacije, ki Zelijo ustrezno obvladovati tvega-
nja in imajo vpeljan sistem upravljanja neprekinjenega poslovanja ali nacrtujejo
vpeljavo takega sistema, lahko preverijo stanje s presojami in analizami, pa tudi z
revizijskim pregledom. V prispevku je predstavljen pristop k reviziji neprekinjenega
poslovanja in dajanju zagotovil ucinkovitosti neprekinjenega poslovanja javne or-
ganizacije, ki smo ga Ze veckrat izvedli na Racunskem sodiscu Republike Slovenije.

Kljucne besede ¢ neprekinjeno poslovanje, neprekinjeno delovanje, revizija nepreki-

njenega poslovanja, sistem upravljanja neprekinjenega poslovanja, informacijski
sistem

SUMMARY e Unexpected events such as natural disasters, epidemics and pandemics,

cyber attacks, power outages or internet disruptions, information system or infra-
structure failures etc. can seriously endangere the existence of the organization.
Thus, security preparedness and an appropriate system to ensure business conti-
nuity are of crucial importance. Organizations that have appropriate risk manage-
ment, where applicable, and also have in place or plan to implement a business
continuity management can verify the situation through checks and analyses, as
well as audits. The paper presents an approach to the audit of business continuity
and to providing the assurance of the efficient business continuity of a public or-
ganization, which has been carried out several times at the Court of Audit of the
Republic of Slovenia and is described in more detail in this paper.

Key words e business continuity, continuous operation, business contiunuty audit, busi-

ness continuity management system, information system
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Ruti Rous

Drafting Service level agreements

POVZETEK ° V Casu, ko se informacijske resitve cedalje pogosteje ponujajo v obliki stori-
tev, se povecuje tudi potreba po ustrezni pravni ureditvi razmerij med ponudnikom
in uporabnikom informacijskih storitev. Pri tem je treba upoStevati specificne de-
javnike in tveganja, ki izhajajo zlasti iz narasc¢ajoce odvisnosti poslovnih procesov
od dostopnosti informacijskih storitev, obcutljivosti informacijskih storitev na var-
nostne incidente ter potreb po varovanju osebnih in drugih obcutljivih podatkov, ki
so vkljuceni v izvajanje storitve. Zato je kljucno, da ponudnik in uporabnik skleneta
ustrezen dogovor o zagotavljanju ravni informacijskih storitev.

Glede na to, da so cene informacijskih storitev lahko visoke, predvsem pa je lahko
visoka skoda, ki preti organizaciji ob morebitnem nedelovanju informacijske pod-
pore klju¢nim poslovnim procesom, menim, da bi morala biti dogovorom o zago-
tavljanju ravni storitve tako pri sklepanju kot pri revidiranju posvecena posebna
pozornost.

V ¢lanku so predstavljene temeljne pravne podlage in osnovni elementi, ki jih je
treba upostevati pri presoji, kaj bi moralo biti vkljuceno v tovrstni dogovor. Pri tem
opozarjam, da bi oblikovanje dogovorov moralo temeljiti na vsakokratni individu-
alni analizi tveganj.

Kljucne besede ¢ SLA, dogovor, informacijske storitve, zagotavljanje ravni, varstvo
osebnih podatkov, vsebina pogodbe

SUMMARY e /n a time when application software is increasingly being offered as a ser-
vice, the need for a formalized legal relationship between a service provider and
a service user increases accordingly. While drafting these provisions some specific
factors need to be taken into consideration, with special emphasis on the risks
deriving from software dependency of a business process, software sensibility on
cybersecurity incidents, and the need for protection of data being processed in
the delivery of a service. Therefore, a proper legal agreement between the service
provider and the user of the service is essential.

In my opinion, concerning the cost of application software service and the poten-
tial damages threatening the organization in the event of service unavailability, a



Povzetki

service level agreement should be drafted and audited with particular vigilance.
In this article, | present main legal provisions and elements that need to be consid-
ered while drafting service level agreements. However, | suggest individual service
risk analysis is fundamental for drafting a service level agreement.

Key words ¢ SLA, agreement, service level, software as a service



SIR*IUS, november 2022

Dusan Hartman

- b4

Concept of materiality from accounting and auditing prospective

POVZETEK ® V prispevku je prikazan koncept pomembnosti, kot ga opredeljujejo Medna-
rodni standardi racunovodskega porocanja/Slovenski racunovodski standardi ter
Mednarodni standardi revidiranja. Dolo¢anje pomembnosti je kljucno pri delu ra-
c¢unovodije in revizorja. Sam pojem pomembnosti celote racunovodskih izkazov je
tako z racunovodskega kot z revizijskega vidika zelo podoben. Z revizijskega vidika
pa se pojem pomembnosti celote racunovodskih izkazov razsiri se na izvedbeno
pomembnost, ki je klju¢na za revidiranje racunovodskih izkazov. Na koncu prispev-
ka je racunovodjem in revizorjem namenjenih tudi nekaj prakticnih napotkov za
uporabo pomembnosti

Kljucne besede ¢ pomembnost celote racunovodskih izkazov, izvedbena pomembnost,
MSRP/MRS, SRS, MSR, racunovodja, revizor

SUMMARY e This article will present the concept of materiality as defined by IFRS/SAS
and International Standards on Auditing. Determining materiality is of key impor-
tance in the work of accountants and auditors. The very concept of materiality of
financial statements as a whole is very similar from both an accounting and an
auditing perspective. From the auditing perspective, the concept of materiality of
financial statements as a whole is extended to the materiality of implementation,
which is a key issue for the audit of financial statements. The final part of the arti-
cle will include some practical guidelines on the use of materiality for accountants
and auditors.

Key words e materiality of financial statements as a whole, performance materiality,
IFRS/IAS, SAS, IAS, accountant, auditor



